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WASHINGTON (Reuters) — De-
lays of four hours or more at air-
ports. Exasperating wait times for 
people, and goods, crossing America’s 
borders.

Reduced paychecks for thousands 
of civilians employed by the Penta-
gon. The U.S. Coast Guard, crippled 
in its patrols of U.S. waters.

Meat shortages, thanks to cut-
backs in food inspections. Teachers 
of low-income children and special-
education students losing their jobs.

These are just samples of the pos-
sible consequences of impending 
across-the-board U.S. government 
budget cuts as described by officials 
in President Barack Obama’s admin-
istration.

About the only thing missing is 
the closing of Washington’s popular 
Smithsonian museums, often the 
first casualty of past budget battles. 
A spokeswoman said they would re-
main on normal hours and achieve 
their savings by reducing or halting 
construction projects.

No one doubts that cutting $85 
billion in federal programs under 
the automatic “sequestration” cuts 
scheduled to take effect at 11:59 p.m. 
on Friday (0459 GMT Saturday) will 
hamper the services they provide. 
The International Monetary Fund 
warned the cuts could slow the U.S. 
and world economies.

But the precision of the predic-
tions from Cabinet officials at White 
House briefings has become a source 
of political controversy. Obama’s 
press secretary, Jay Carney, spent 
much of Thursday’s briefing fending 
off reporters’ suggestions the admin-
istration was exaggerating, a sign 
perhaps of the risk the White House 
is taking by making the forecasts.

“There are going to be delays as a 
result of a reduction in man-hours 
and personnel among our air-traffic 
controllers,” Carney said. “That’s a 
fact. And I hope you keep that in 
mind when you’re on your next com-
mercial flight, and you’re delayed if 
that does, in fact, come into effect.”

But at congressional hearings, 
officials have acknowledged less 
certainty and more nuance than re-
flected in worst-case scenarios at the 
White House.

“The Coast Guard will reduce its 
presence in the Arctic by a third,” 
Homeland Security Secretary Janet 
Napolitano declared at a White 
House briefing on Monday. “We will 
curtail our air and surface opera-
tions by more than 25 percent, af-
fecting management of the nation’s 
waterways, as well as fisheries 
enforcement, drug interdiction and 
migrant interdiction.”

But a day later, Vice Admiral Pe-
ter Neffenger, deputy Coast Guard 
commandant for operations, told a 
House of Representatives subcom-
mittee that such “front-line opera-
tions” would be the “last place that I 
will go for cuts.”

Jason Furman, special assistant 
to Obama for economic policy, told a 
briefing on Monday that the numbers 
provided were based on past experi-
ence with cutbacks and were “scrubbed” 
to be as accurate as possible.

But he added: “In some cases it 
could be a little better. In some cas-
es, it could be a little worse, depend-
ing on how you reprioritize your 
money.”

The full brunt of the automatic 
cuts will be borne over seven months 
and Congress can stop them at any 
time if the two parties agree on how 
to do so.

The amount of money being cut 
is indeed significant: roughly $85 
billion from about 30 percent of the 
programs funded by the government. 
The sequestration plan enacted by 
Congress in August 2011 left the 
rest of the $3.7 trillion U.S. budget 
untouched, including the Social 
Security program for retirees and 
the Medicare and Medicaid health 
insurance programs for seniors and 
the poor.

The cuts are “across-the-board,” 
compared with normal budget pro-
cedures. Congress said a certain, 
roughly equivalent, amount had to 
be lopped off thousands of programs 
instead of making program-by-pro-
gram choices.

White House budget officials say 
the cuts are roughly 9 percent for 
non-defense spending and 13 percent 
for defense.

But the White House budget of-
fice may be able to provide a little 
wiggle room for agencies as it crafts 

the order implementing the cuts.
Congress was also not quite as 

“indiscriminate” as described. In ad-
dition to avoiding the big safety-net 
programs, Congress built in other 
exemptions, including money for U.S. 
troops, the Veterans Administration, 
Pell Grants for college students and 
big chunks of the budget of the U.S. 
Department of Transportation.

Those exemptions are creating 
their own problems.

With many Transportation De-
partment programs exempt from the 
cuts, a disproportionate burden is 

falling on those that are not, such as 
the country’s air-traffic control sys-
tem operated by the Federal Avia-
tion Administration.

Michael Huerta, FAA adminis-
trator, told the House Transporta-
tion Committee on Wednesday that 
the FAA would absorb more than 
60 percent of the transportation 
cuts even though it consumed only 
20 percent of the department’s 
budget.

That means possible furloughs — 
unpaid involuntary days off — for 
air-traffic controllers, which in turn 

could result in the closing of smaller 
control towers and limiting hours at 
others.

Huerta also told the committee 
he was unable at this point to de-
termine the impact on the nation’s 
busiest airports with any precision 
because he was still “in discussions” 
with labor unions and the airline 
industry to try to “understand the 
operating characteristics of particu-
lar locations.”

The possibilities? Chicago’s O’Hare 
International Airport has two con-
trol towers, he said, and if air-traffic 
controllers are in shorter supply, it 
may be that one will have to close 
when the weather gets bad. That 
would remove an entire runway 
from operation, he said.

All agency and military officials 
say the impact will depend on how 
long the cuts last.

John Pistole, head of the Trans-
portation Security Administration, 
which screens travelers and manag-
es the air marshal program, testified 
to a House appropriations subcom-
mittee that he had already placed a 
freeze on hiring.

Officials will try to get by with 
that as long as possible, he said, 
then curtail overtime and then, if 
necessary, resort to furloughs.

The military will be the hardest 
hit.

Congress divided the sequester 
into half non-defense categories and 
half defense, the idea being that 
heavy cuts in defense would help 
ensure Congress came up with an 
alternative.

Heidi Shyu, assistant secretary of 
the Army for acquisition, logistics 
and technology, told a House com-
mittee on Friday the Army would 
absorb a reduction of $3 billion in 
procurement accounts that would af-
fect 400 Army programs.

That could produce a cascade of 
cutbacks.

Some of the Defense Department’s 
high-performance computing cent-
ers may be closed entirely, she said. 
Grants to universities and other 
research institutions will be cut. Ci-
vilians involved in contracting, pro-
gram management and cost control 
“will be potentially subject to a 22-
day furlough.”

Production of new Chinook and 
Apache helicopters, both made by 
Boeing, will be slowed or halted, she 
said.

The impact on military-related ac-
tivities will not stop there. Commu-
nities that house military bases face 
significant cutbacks in “impact aid” 
from the Department of Education, 
according to Education Secretary 
Arne Duncan.

He said sequestration would 
eliminate about $60 million from 
the $1.2 billion in funds for schools 
near bases. A particularly hard-hit 
community, he told the Senate Ap-
propriations Committee, would be 
Killeen, Texas, home of the Army’s 
huge Fort Hood base, about 160 
miles south of Dallas.

That may not get much atten-
tion outside Texas. But the expected 
cancellation of shows by the Navy’s 
renowned Blue Angels flight dem-
onstration squadron because of the 
cuts will be felt by millions of fans 
across the country.

U.S. budget cuts — will the bite match the bark?

U.S. Secretary of Defense Chuck Hagel (right) and Deputy Secretary of Defense Ash Carter take questions during a news conference about the effects of the “se-
quester” on military operations, at the Pentagon in Arlington, Virginia, Friday.   Reuters-Yonhap News
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For 60 years, South Korea’s de-
fense strategy has remained rela-
tively constant — maintaining de-
terrence and robust defense posture 
in order to prevent another major 
outbreak of war on the Korean Pe-
ninsula. Its three mutually reinforc-
ing strategic pillars — defensive de-
terrence, the U.S.-ROK (Republic of 
Korea) alliance and forward active 
defense — have defined the baseline 
of South Korea’s national security, 
the structure of its forces and its op-
erational conduct.  

However, in the last decade, South 
Korea’s security dilemmas have 
become progressively more “hybrid” 
and multifaceted. Traditional con-
ventional threats, scenarios and con-
tingencies linked to high intensity 
conventional wars vis-à-vis North 
Korea, have been converging with a 
range of asymmetric and nonlinear 
security challenges, including nu-
clear threats, ballistic missiles and 
also information and cyberwarfare.  

According to Gen. James Thur-
man, the commander of U.S. forces 
in South Korea, North Korea has 
acquired “significant” IW-related 
military capabilities. Notwithstand-
ing its continuing political, socio-
economic and technological isolation, 
North Korea’s military has shifted 
its focus toward asymmetric nega-
tion, probing any vulnerabilities of 
the U.S.-ROK alliance in order to 
counter its qualitative technological 
and military advantages. 

In addition to its nuclear and bal-
listic missile programs, these also 
include hacking, encryption and vi-
rus insertion capabilities. These can 
be used in the many crisis scenarios 
that the U.S.-ROK alliance currently 
trains for: from a full-scale conven-
tional war to low-intensity conflicts, 
asymmetric scenarios and other non-
linear contingencies. 

Indeed, both North and South 
Korea engage in three information 
conflicts simultaneously — a war for 
information to obtain information 
and intelligence about each other’s 
means, capabilities and strategies; 
a war against information aimed at 
protecting their information systems, 
while disrupting or destroying the 
other side’s information infrastruc-
ture; and a war through information 
reflected in the misinformation and 
deception operations to shape their 
broader internal and external strate-
gic narratives.  

In the first category of war for 
information, for example, the South 
Korean National Intelligence Service 
and the Defense Security Command 
reported in 2009 that a suspected 
North Korean hacker unit (Unit 110) 
operating under the North Korean 
Army General Staff’s Reconnais-
sance Bureau intercepted confiden-
tial defense strategy plans, including 
OPLAN 5027 detailing U.S.-ROK 
responses to potential North Korean 
provocations.  

The incident happened as an of-
ficer with the ROK-U.S. Combined 
Forces Command used an unsecured 

USB memory stick plugged into his 
PC while switching from a highly 
secure private intranet to the public 
Internet.  

While the OPLAN 5027 is current-
ly under review (OPLAN 5015) with 
the ROK military planning to take 
over the war time operational control 
from the United States Forces Korea 
in 2015, its compromise may raise 
a question as to what extent could 
North Korea access and potentially 
disrupt selected U.S.-ROK opera-
tional plans in times of war or crisis, 
including ROK Army mobilization, 
U.S. Noncombatant Evacuation Op-
erations, and essentially the staging, 
onward movement, and synchroniza-
tion of deep, close and rear defenses.

In the same year, North Korean 
hackers reportedly stole information 
from the South Korean Chemical 
Accidents Response Information 
System developed by the National 
Institute of Environmental Research 
under the Ministry of Environment 
after infiltrating the ROK Third 
Army headquarters’ computer net-
work and using a password to access 
CARIS’ Center for Chemical Safety 
Management.  

In the category of war against 
information, North Korea has at-
tempted to disrupt South Korea’s 
highly developed digital information 
infrastructure using cyberattacks to 
shut down major websites, disrupt 
online services of major banks, and 
probe South Korea’s readiness to 
mitigate cyberattacks. 

Most cited cases in this tier in-
clude the 2009 distributed denial-of-
service attacks against four dozen 
targets in South Korea and the 
United States and the 2011 DDoS 
attacks targeting South Korean gov-
ernment websites as well as the net-
work of the U.S. Forces Korea for 10 
days — a.k.a. the “10 Days of Rain.”  

According to analysis by McAfee 
Labs, the combination of clearly 
defined targets, highly destructive 
malware code, multiple encryption 
algorithms, and multi-tiered botnet 
architecture preconfigured for spe-
cific duration, has led to a conclusion 
that the attack was set up by North 
Korea to test and observe how rap-
idly the attack would be discovered, 
reverse engineered, and mitigated. 

At the end of the “10 Days of Rain” 
DDoS attacks, the botnets were con-
figured to self-destruct.       

Finally, in the category of war 
through information, North Korea 
has relied on information warfare 
to alter the perceptions of its strate-
gic plans. For example, prior to its 
recent rocket launch in December 
2012 and subsequent nuclear test 
in February 2013, North Korea ma-
nipulated news stories as part of a 
deliberate deception campaign to 
hide its real intentions. 

In the case of the rocket launch, 
Pyongyang announced several days 
beforehand that there were techni-
cal problems with the rocket. At 
that time, U.S. satellites observed 
the North Koreans taking apart the 
three-stage rocket, and moving the 
parts away from the launch pad. 
North Korea, however, launched the 
rocket without any delay, catching 
U.S.-ROK military and intelligence 
agencies off guard. Subsequent 
reports indicate that North Korea 
manipulated the launch so that U.S. 
intelligence satellites would not be 
overhead.   

Following the sinking of the 
Cheonan warship and subsequent 
shelling of Yeonpyeongdo Island in 
2010, the South Korean military 
has established a psy-ops unit to 
diffuse news and information into 
North Korea — whether through 
radio transmissions, balloon leaflets, 
DVDs and possibly USB memory 
sticks. Since then, it has sent thou-
sands of leaflets and transmitted 

broadcast into North Korea using 
mobile broadcast vehicles and six 
relay stations. South Korea has also 
established a new cyberwarfare 
command designed to counter North 
Korean cyberthreats.

With changing strategic realities 
on the Korean Peninsula, however, 
information warfare will have great-
er ramifications for the U.S.-ROK 
defense strategy. In order for the 
U.S.-ROK alliance to effectively cope 
with the emerging information war 
threats, while leveraging its strate-
gic opportunities, the alliance should 
therefore intensify its efforts in con-
ceptualizing, planning and integrat-
ing information warfare into joint 
U.S.-ROK defense planning, training 
and operations. 

In this context, South Korea 
should devise a new defense strategy 
that allows greater flexibility and 
adaptability to shifts in strategic en-
vironment and with military forces 
having the flexibility and robustness 
to operate in divergent scenarios. 
This means pursuing military in-
novation and breaking away from 
South Korea’s long-standing, static, 
defensive posture emphasizing con-
flict and war avoidance, path de-
pendence and overreliance on the U.S.
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nological University, in Singapore. 
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